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2. Overall Objectives

2.1. Presentation and scientific foundations

The research work within the project-team is mostly devoted to the design and analysis of cryptographic
algorithms, especially through the study of the involved discrete structures. This work is essential since
the current situation of cryptography is rather fragile: many cryptographic protocols are now known whose
security can be formally proved assuming that the involved cryptographic primitives are ideal (random oracle
model, ideal cipher model,...). However, the security of the available primitives has been so much threatened by
the recent progress in cryptanalysis that only a few stream ciphers and hash functions are nowadays considered
to be secure. In other words, there is usually no concrete algorithm available to instantiate the ideal “black
boxes” used in these protocols!
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In this context, our research work focuses on both families of cryptographic primitives, symmetric and
asymmetric primitives. More precisely, our domain in cryptology includes the analysis and the design of
symmetric algorithms (a.k.a. secret-key algorithms), and also the study of the public-key algorithms based
on hard problems coming from coding theory. Moreover, our approach on the previous problems relies on a
competence whose impact is much wider than cryptology. Our tools come from information theory, discrete
mathematics, probabilities, algorithmics... Most of our work mix fundamental aspects (study of mathematical
objects) and practical aspects (cryptanalysis, design of algorithms, implementations). Our research is mainly
driven by the belief that discrete mathematics and algorithmics of finite structures form the scientific core of
(algorithmic) data protection.

2.2, Highlights

e Cryptanalysis of several variants of McEliece cryptosystems with compact public-keys: reduc-
ing the size of the public-key by using some particular families of error-correcting codes is one of
the main issues for code-based cryptosystems. Several variants of the original McEliece cipher have
been proposed so far to solve this problem. Some researchers of the project-team have shown that
these variants can be cryptanalysed by some key-recovery algebraic attacks exploiting the structural
properties of the involved families of codes.

e Cryptanalysis of several hash functions proposed to the SHA-3 competition: this international
competition, launched by the American National Institute of Standards and Technology, aims at
selecting a new standard for hash functions!. The revision of the current standard FIPS 180-2 has
actually been decided by NIST in response to the recent attacks against almost all existing hash
functions (e.g. MD5, SHA-0, SHA-1). Among the 64 hash function proposals submitted to the
SHA-3 competition, three have been cryptanalyzed by some researchers of the project-team, namely
MCSSHA-3 and its variants proposed by M. Maslennikov from Korea, Maraca proposed by R.J.
Jenkins Jr. from Microsoft and ESSENCE proposed by J.W. Martin from James Madison University
(Virginia, USA). More recently, some weaknesses have been exhibited on 3 of the 14 candidates
selected for the second round of the competition: Keccak, Hamsi and Luffa.

3. Scientific Foundations

3.1. Scientific foundations

Our research work is mainly devoted to the design and analysis of cryptographic algorithms. Our approach on
the previous problems based on discrete mathematics and algorithmics, and some of our long-term research
works have a much wider impact.

4. Application Domains

4.1. Application domains
Our main application domains are:

e cryptology,
e error-correcting codes, especially codes for quantum communications and fault-tolerant quantum
computing,

e reverse-engineering of communication systems.

lhttp://csrc.nist.gov/groups/S"l"/hash/sha—3/
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We also investigate some cross-disciplinary domains, which require a scientific competence coming from other
areas, mainly social aspects of cryptology, cryptology for large databases.

5. New Results

5.1. Symmetric cryptosystems

Participants: Céline Blondeau, Christina Boura, Anne Canteaut, Ayca Cesmelioglu, Pascale Charpin, Benoit
Gérard, Stéphane Jacob, Yann Laigle-Chapuy, Stéphane Manuel, Jean-Pierre Tillich.

From outside, it might appear that symmetric techniques become obsolete after the invention of public-key
cryptography in the mid 1970’s. However, they are still widely used because they are the only ones that
can achieve some major features as high-speed or low-cost encryption, fast authentication, and efficient
hashing. Today, we find symmetric algorithms in GSM mobile phones, in credit cards, in WLAN connections.
Symmetric cryptology is a very active research area which is stimulated by a pressing industrial demand for
low-cost implementations (in terms of power consumption, gate complexity...). These extremely restricting
implementation requirements are crucial when designing secure symmetric primitives and they might be at
the origin of some weaknesses. Actually, these constraints seem quite incompatible with the rather complex
mathematical tools needed for constructing a provably secure system.

The specificity of our research work is that it considers all aspects of the field, from the practical ones (new
attacks, concrete specifications of new systems) to the most theoretical ones (study of the algebraic structure
of underlying mathematical objects, definition of optimal objects). But, our purpose is to study these aspects
not separately but as several sides of the same domain. Our approach mainly relies on the idea that, in
order to guarantee a provable resistance to the known attacks and to achieve extremely good performance,
a symmetric cipher must use very particular building blocks, whose algebraic structures may introduce
unintended weaknesses. Our research work captures this conflict for all families of symmetric ciphers. It
includes new attacks and the search for new building blocks which ensure both a high resistance to the known
attacks and a low implementation cost. This work, which combines cryptanalysis and the theoretical study
of discrete mathematical objects, is essential to progress in the formal analysis of the security of symmetric
systems.

In this context, two very important challenges are the designs of low-cost stream ciphers and of secure hash
functions. Most teams in the research community are actually working on the design and on the analysis
(cryptanalysis and optimization of the performance) of such primitives.

5.1.1. Hash functions.

Following the recent attacks against almost all existing hash functions (MD5, SHA-O, SHA-1...), we have
initiated a research work in this area, especially within the Saphir-2 ANR project and with several PhD theses.
Our work on hash functions is two-fold: we have designed two new hash functions, named FSB and Shabal,
which have been submitted to the SHA-3 competition, and we have investigated the security of several hash
functions, including the previous standards (SHA-0O, SHA-1...) and some other SHA-3 candidates.

Recent results:

e Evaluation of the security of several constructions for hash functions when the inner primitive is not
ideal: [20], [30];

o Cryptanalysis of the successive versions of the SHA-3 candidate MCSSHA-3 : [25];

e Collision attacks on the SHA-3 candidate ESSENCE, and applications to the forge of valid mes-
sage/MAC pairs for HMAC-ESSENCE-256 and HMAC-ESSENCE-512: [38];

e Internal collisions on the SHA-3 candidate Maraca. Since this attack exploits of a structural property
of Sboxes with a low differential uniformity, it points out that, in this context, the use of functions
which provide with a good resistance to differential cryptanalysis introduces a weakness: [31];
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e study of the algebraic properties based on zero-sum structures. These properties have been recently
introduced in order to distinguish a given family of functions from randomly chosen functions. Such
structures have been exhibited on the SHA-3 candidates Keccak, Hamsi and Luffa: [29], [28], [40];

e C(lassification of the disturbance vectors for collision attacks on SHA-1: [17], [12].

Stream ciphers.

Our research work on stream ciphers is a long-term work which is currently developed within the 4-year ANR
RAPIDE project. The project-team is involved in some concrete realizations through the international call for
proposals eSTREAM. Our work within the RAPIDE project also includes an important cryptanalytic effort on
stream ciphers.

Recent results:

e Evaluation of the bias of parity-check relations in the context of cryptanalysis of combination
generators with constituent devices which generate period sequences.

Block ciphers.

Even if the security of the current block cipher standard, AES, is not threaten, there is still a need for the design
of improved attacks, and for the determination of design criteria which guarantee that the existing attacks do
not apply. This notably requires a deep understanding of all previously proposed attacks.

Recent results:

e Determination of the data complexity (i.e., of the required number of plaintexts-ciphertexts) and
of the success probability of all statistical attacks against block ciphers: an approximation of this
complexity was known for differential and linear attacks, but the problem was still open for other
types of attacks such as truncated differential attacks: [14];

e Linear cryptanalysis with multiple approximations: [11];

e Differential cryptanalysis with multiple differentials, investigation of several usual hypotheses for
differential cryptanalysis and comparison with experiments on the lightweight block cipher Present:
[39], [11]

Cryptographic properties and construction of appropriate building blocks.

The construction of building blocks which guarantee a high resistance to the known attacks is a major topic
within our project-team, for stream ciphers, block ciphers and hash functions. The use of such optimal objects
actually leads to some mathematical structures which may be the origin of new attacks. This work involves
fundamental aspects related to discrete mathematics, cryptanalysis and implementation aspects. Actually,
characterizing the structures of the building blocks which are optimal regarding to some attacks is very
important for finding appropriate constructions and also for determining whether the underlying structure
induces some weaknesses or not.

For these reasons, we have investigated several families of filtering functions and of S-boxes which are
well-suited for their cryptographic properties or for their implementation characteristics. For instance, bent
functions, which are the Boolean functions which achieve the highest possible nonlinearity, have been
extensively studied in order to provide some elements for a classification, or to adapt these functions to
practical cryptographic constructions. We have also been interested in functions with a low differential
uniformity (e.g., APN functions), which are the S-boxes ensuring an (almost) optimal resistance to differential
cryptanalysis.

Recent results:

e Study of power permutations which are 4-differentially uniform: the motivation of this study is that
APN permutations (i.e., 2-differentially uniform) do not exist for power functions, which have a
low-cost implementation. In that case, the best resistance to differential attacks is then provided by
4-differentially uniform permutations: [13], [22];
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e Construction and study of the properties of new families of permutation polynomials over the field
with 2™ elements; study of permutations with a linear structure: [32], [33], [16], [21], [19];

e Study of the properties of the family of power functions with exponents 2¢ — 1. This family notably
includes the cube function z3 and the inverse function over a finite field with characteristic 2. In this
work, the whole Walsh spectrum of z7 is determined: [27].

5.1.5. Symmetric encryption for large databases.

Database encryption is a complex topic. Indeed, we can not apply classical encryption techniques since they
will not respect the structure of the databasis and thus will not allow efficient queries. For this reason, a lot of
encryption schemes have been proposed specifically for databases purpose with good properties for building
indices on encrypted data and therefore querying the databasis efficiently. But they also have their own issues,
which mainly result in leaking a lot of information. A proper use of encryption in databases is thus still to be
found.

Recent results:

e Security evaluation of some existing techniques for encrypting large databases (this study is a joint
work with the SMIS project-team); Cryptanalysis of a fast encryption scheme proposed by Ge and
Zdonic 2 and of its tweaked variant: [37], [50].

5.2. Code-based cryptography

Participants: Bhaskar Biswas, Matthieu Finiasz, Rafael Misoczki, Ayoub Otmani, Nicolas Sendrier, Jean-
Pierre Tillich.

Most popular public-key cryptographic schemes rely either on the factorization problem (RSA, Rabin), or
on the discrete logarithm problem (Diffie-Hellman, El Gamal, DSA). These systems have evolved and today
instead of the classical groups (Z/nZ) we may use groups on elliptic curves. They allow a shorter block and
key size for the same level of security. An intensive effort of the research community has been and is still being
conducted to investigate the main aspects of these systems: implementation, theoretical and practical security.
It must be noted that these systems all rely on algorithmic number theory. As they are used in most, if not all,
applications of public-key cryptography today (and it will probably remain so in the near future), cryptographic
applications are thus vulnerable to a single breakthrough in algorithmics or in hardware (a quantum computer
can break all those scheme).

Diversity is a way to dilute that risk, and it is the duty of the cryptographic research community to prepare
and propose alternatives to the number theoretic based systems. The most serious tracks today are lattice-
based cryptography (NTRU....), multivariate cryptography (HFE,...) and code-based cryptography (McEliece
encryption scheme,...). All these alternatives are referred to as post-quantum cryptosystems, since they rely on
difficult algorithmic problems which would not be solved by the coming-up of the quantum computer.

The code-based primitives have been investigated in details within the project-team. The first cryptosystem
based on error-correcting codes was a public-key encryption scheme proposed by McEliece in 1978; a dual
variant was proposed in 1986 by Niederreiter. We proposed the first (and only) digital signature scheme
in 2001. Those systems enjoy very interesting features (fast encryption/decryption, short signature, good
security reduction) but also have their drawbacks (large public key, encryption overhead, expensive signature
generation). Some of the main issues in this field are

e security analysis , implementation and practicality of existing solutions,

e reducing the key size, e.g., by using rank metric instead of Hamming metric, or by using particular
families of codes,

e address new functionalities, like hashing or symmetric encryption.

2T. Ge and S.B. Zdonik. Fast, Secure Encryption for Indexing in a Column-Oriented DBMS. Proceedings of the 23rd International
Conference on Data Engineering, ICDE 2007, pages 676-685, 2007.
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Recent results:

e Cryptanalysis of several variants of McEliece cryptosystems based on particular families of codes:
[18], [36], [42], [41];

e discovery of a distinguishing property for the family of Goppa codes which are used in the original
McEliece cipher and the CFS signature scheme; this property invalidates the previously known
security proofs of these systems: [43];

e PhD thesis of Bhaskar Biswas on the implementation aspects of code-based cryptosystems:[9].

5.3. Error-correcting codes and applications

5.3.1.

Participants: Mamdouh Abbara, Maxime Cote, Matthieu Finiasz, Vincent Herbert, Grégory Landais, Denise
Maurice, Sumanta Sarkar, Nicolas Sendrier, Jean-Pierre Tillich.

Decoding algorithms are extensively used for cryptanalyses. For instance, a classical cryptanalysis of the
stream ciphers which rely on linear feedback shift register filtered by a Boolean function models the attacked
cipher as the result of the transmission of a linear function through a very highly noisy channel. Then,
removing the noise amounts to decoding a certain linear code. This code is highly structured, and one of
the most efficient methods to decode it exploits the fact that it has low density parity-check equations, and
thus can be decoded as a low-density parity-check code, with iterative algorithms. Furthermore, the problem
of finding good approximations of ciphers amounts to a decoding problem of the first order Reed-Muller code.
Local decoding is then used in this context, and enables various attacks, such as correlation attacks or linear
cryptanalysis.

Besides the cryptographic applications of decoding algorithms, we also investigate two new application do-
mains for decoding algorithms: reverse engineering of communication systems, and quantum error correcting
codes for which we have shown that some of them can be decoded successfully with iterative decoding algo-
rithms.

Quantum codes.

The knowledge we have acquired in iterative decoding techniques has also led to study whether or not the
very same techniques could also be used to decode quantum codes. Part of the old ACI project “RQ” in
which we were involved and the new ANR project “COCQ” are about this topic. It is worth noticing that
protecting quantum information from external noise is an issue of paramount importance for building a
quantum computer. It also worthwhile to notice that all quantum error-correcting code schemes proposed
up to now suffer from the very same problem that the first (classical) error-correcting codes had: there
are constructions of good quantum codes, but for the best of them it is not known how to decode them in
polynomial time. Our approach for overcoming this problem has been to study whether or not the family of
turbo-codes and LDPC codes (and the associated iterative decoding algorithms) have a quantum counterpart.

Recent results:

e  Construction of quantum LDPC codes: we have constructed for any rate, families of quantum LDPC
codes with minimum distance of order the square root of the block-length. This beats all known
constructions, most of them having only constant minimum distance. Only very few constructions,
namely quantum LDPC codes based on tessellations of surfaces had unbounded minimum distance.
For these last examples, the minimum distance was at most logarithmic for non vanishing rates.
Our construction does not only display better minimum distance properties, it has many degrees of
freedom which opens the way to optimization procedures aiming at maximizing the performances
under iterative decoding.

e Quantum turbo-codes: recently, by modifying one of our previous constructions of quantum serial
turbo-codes which had the drawback of a constant minimum distance, we have come up with a

quantum code of rate é with minimum distance of order €2 (n%) (where n is the block-length) and

reducing strongly under iterative decoding the channel noise up to a negligible level for depolarizing
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error probability p ~ 0.146 [48]. This gives a coding scheme which is almost as good as the
celebrated toric codes, but instead of encoding a constant number of qubits it encodes an arbitrary
number of them. On the other hand, it is not an error-correcting in the usual sense : there remains
a tiny fraction of qubits in error after decoding. However, this is the first construction of a quantum
serial turbo-code with good minimum distance where iterative decoding is (almost) successful.
It should be interesting to use them in concatenated coding schemes and to study whether other
decoding algorithms could be used after iterative decoding in order to clean up the remaining errors.

5.3.2. Reverse engineering of communication systems.

To evaluate the quality of a cryptographic algorithm, it is usually assumed that its specifications are public,
as, in accordance with Kerckhoffs principle?, it would be dangerous to rely, even partially, on the fact that
the adversary does not know those specifications. However, this fundamental rule does not mean that the
specifications are known to the attacker. In practice, before mounting a cryptanalysis, it is necessary to strip
off the data. This reverse engineering process is often subtle, even when the data formatting is not concealed
on purpose. A typical case is interception; some raw data, not necessarily encrypted, is observed out of a noisy
channel. To access the information, the whole communication system has first to be disassembled and every

constituent reconstructed. Our activity within this domain, whose first aim is to establish the scientific and

technical foundations of a discipline which does not exist yet at an academic level, has been supported by
some industrial contracts driven by the DGA.
Recent results:

Ph.D thesis of Maxime Cote on code reconstruction: [10];
new algorithm for reconstruction parallel turbo codes: [34];
reconstruction of turbo-code interleaver in a noisy context: [35];

implementation aspects of turbo-code reconstruction: [51].

6. Contracts and Grants with Industry

6.1. Contracts with Industry

I2E/AMESYS (01/07 — 06/10)

Recognition of a coding scheme

Partners: ENSTA, LIX, XLIM, INRIA projet-team SECRET.
221 kEuros.

This contract is funded by the DGA AINTERCOM call for offers. The context of this work is the
analysis of a binary string in a non-cooperative environment. The purpose is an academic research
on related reconstruction problems, with a focus on error-correcting codes.

6.2. Grants with Industry

Gemalto (01/10 — 12/12)
CIFRE grant for Christina Boura.

7. Other Grants and Activities

7.1. National Initiatives

3Kerckhoffs stated that principle in a paper entitled La Cryptographie militaire, published in 1883.
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e ANR RAPIDE (01/07 — 03/11)
Design and analysis of stream ciphers dedicated to constraint environments
http://rapide-anr2006.gforge.inria.fr/index.html
Partners: LORIA (project-team CACAO), INRIA (project-team SECRET), INSA Lyon (team Mid-
dleware/Security), University of Limoges (XLIM).
151 kEuros.

This project focuses on stream ciphers and especially on stream ciphers with an internal state gov-
erned by a non-linear transition function. We particularly draw our attention to ciphers whose char-
acteristics make them especially fit constrained environments. These systems were not particularly
studied up to now but could be good candidates to the replacement of stream ciphers based on linear
transition functions (LFSR based) whose security tends to be less and less satisfying. The results of
the project are practical as well as theoretical and concern both design and analysis of such stream
ciphers.

e ANRDEMOTIS (02/09 — 02/12)
Collaborative Analysis, Evaluation and Modelling of Health Information Technology
http://www.demotis.org/
ANR program: ARPEGE (Systeémes Embarqués et Grandes Infrastructures)
Partners: Sopinspace, INRIA (project-teams SECRET and SMIS), CNRS/CECOIJI
55 kEuros.
DEMOTIS brings together computer scientists and legal scholars. The project experiments new
methods for the multidisciplinary design of large information systems that have to take in account
legal, social and technical constraints. Its main field of application is personal health information
systems. Most notably, work is conducted in priority on the infrastructure for the French personal
medical file system (DMP) and secondarily on the data infrastructure for the research and public
health networks associated with specific diseases (AIDS, cancer).

At the heart of the DEMOTIS project is the aim to understand how the intrication between the legal
and technical domains constrains the design of such data infrastructures. DEMOTIS consists of two
interdependent facets: legal and computer science (database security, cryptographical techniques for
data protection).

e ANR SAPHIR-2 (03/09 — 03/13)
Security and Analysis of Primitives of Hashing Innovatory and Recent 2
http://www.saphir2.fr/
ANR program: VERSO (Réseaux du Futur et Services)
Partners: France Telecom, Gemalto, Cryptolog international, EADS SN, Sagem Sécurité,
ENS/LIENS, UVSQ/PRISM, INRIA (project-team SECRET), ANSSI
153 kEuros
This industrial research project aims at participating to the NIST competition (cryptanalysis, imple-
mentations, optimizations, etc.), and in supporting the SHA-3 candidates proposed by its partners.

e ANR COCQ (01/09 — 01/12)
Codes correcteurs quantiques http://www-roc.inria.fr/secret/Jean-Pierre. Tillich/COCQ.html
ANR program: Domaines émergents
Partners: ENSEA, INRIA (project-team SECRET), Université de Bordeaux, Telecom ParisTech
117 kEuros
This project deals with the development of fundamental research on error correcting codes for
quantum channels. In particular, we aim to suggest suitable generalizations to the quantum setting
of the best known families of quantum codes (such as LDPC or turbo-codes) and to analyze their
performance.

7.2. European Initiatives

Associate member of the ECRYPT II European network of excellence http://www.ecrypt.eu.org/.
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7.3. International Initiatives

Collaboration with Nanyang Technological University (Singapore): visit of Jean-Pierre Tillich at
NTU (Feb. 19-27);

Collaboration with DTU, Denmark: visit of Valérie Gauthier Umana at INRIA (Sept-Nov);
Collaboration with ISI Calcutta (India), visit of R. Bhattacharyya at INRIA (Sept-Nov).

7.4. Exterior research visitors

Grigory Kabatianskiy, Institute of Information Transmission Problems, Russian Academy of Sci-
ences, Moscow, Russia, March 13-21.

Graham Norton, from April 30 to May 18.

Rafael Misoczki, University of Sao Paulo, Brasil, from May 29 to June 13.

Sugata Gangopadhyay, Indian Institute of Technology, Roorkee, from May 30 to July 19.
Valérie Gauthier-Umana, Technical University of Denmark, from Sept. 1 to Nov. 30.
Rishiraj Bhattacharyya, ISI Calcutta, India, from Sept. 14 to Nov. 13.

Baudouin Collard, Université Catholique de Louvain-la-Neuve, Nov. 16-19.

8. Dissemination

8.1. Animation of the scientific community

8.1.1. Publishing activities.

IEEE Transactions on Information Theory, associate editor: J.-P. Tillich for Coding Theory.
Designs, Codes and Cryptography, associate editor: P. Charpin, since 2003.
PQCrypto 2010, May 25-28, 2010, Darmstadt, Germany, Program chair: N. Sendrier [47].

ITW 2010 (IEEE Information Theory Workshop), August 30- Sept. 3, Dublin, Ireland, organizer of
the session on Quantum information processing: J.P. Tillich.

Special issue in Coding and Cryptography,
Designs, Codes and Cryptography, Springer, In press.
Editeurs : ML.F. Parker, A. Kholosha, P. Charpin and E. Rosnes. [46].

WCC 2010, April 11-15, 2011, Paris, Program co-chair: A. Canteaut.

8.1.2. Program committees

5th Conference on Theory of Quantum Computation, Communication and Cryptography (TQC
2010) : April 13-15, 2010, Leeds, United Kingdom (J.-P. Tillich);

Eurocrypt 2010: May 30 - June 3, 2010, Nice, France (A. Canteaut);

Africacrypt 2010: May 3-6, Cairo, Egypt (N. Sendrier);

PQCrypto 2010: May 25-28, 2010, Darmstadt, Germany (N. Sendrier, program chair);

SCC 2019: June 23-25, 2010, London, United Kingdom (A. Otmani);

SAC 2010: August 12-13, 2010, Waterloo, Canada (A. Canteaut);

SETA 2010: September 12-17, 2010, Paris, France (P. Charpin);

YACC 2010: October 4-8, 2010, Porquerolles Island, France (A. Canteaut, P. Charpin, N. Sendrier);
Indocrypt 2010: December 12-15, 2010, Hyderabad, India (A. Canteaut, N. Sendrier);
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FSE 2011: February, 14-16, 2011, Lyngby, Denmark (A. Canteaut);

Skew 2011: February 16-17, 2011, Lyngby, Denmark (A. Canteaut);

WCC 2011: April 11-15, 2011, Paris, France (A. Canteaut);

Africacrypt 2011: July 4-8, 2011, Dakar, Senegal (A. Canteaut, A. Otmani);

SCC 2011: June 24-25, 2011, Royal Holloway, University of London, UK (A. Otmani);
SAC 2011: August 11-12, 2011, Ryerson University, Ontario, Canada (A. Canteaut);

TQC 2011 (6th Conference on Theory of Quantum Computation, Communication and Cryptogra-
phy): May 24-26, 2011, Universidad Complutense de Madrid Madrid, Spain (J.-P. Tillich);

ITW 2011: October 16-20, 2011, Paraty, Brazil (N. Sendrier);

IMA International Conference on Cryptography and Coding: December 12-15, 2011, University of
Oxford, UK (P. Charpin).

8.1.3. Other responsibilities in the national community.

A. Canteaut is a member of the scientific committee of the “UFR de sciences” of the university of
Versailles-St Quentin;

N. Sendrier is a member of the “Commission d’Evaluation” at INRIA;

“Commission d’experts”’(Committees for the selection of professors and assistant professors,
or for the selection of researchers): University of Toulon (N. Sendrier), INRIA Grenoble - Rhone-
Alpes (N. Sendrier), INRIA Lille - Nord Europe (N. Sendrier), INRIA - DR2 (N. Sendrier);

A. Canteaut has been co-chair of the postdoc committee for the Paris-Rocquencourt center.

8.2. Ph.D. committees

S. Kakakhail, Prédiction et estimation de tres faibles taux d?erreurs pour les chaines de communi-
cations codées, Université de Cergy-Pontoise, January 25, 2010, committee: J.P. Tillich (reviewer).

M. Cote, Reconnaissance de codes correcteurs d’erreurs, Ecole Polytechnique, March 22, 2010,
committee: N. Sendrier, J.P. Tillich (supervisors).

M. Hermelin, Multidimensional Linear Cryptanalysis, Aalto University, Helsinki, Finland, June 11,
2010, committee: A. Canteaut (opponent).

S. Khazaei, Neutrality-Based Symmetric Cryptanalysis, EPFL, Switzerland, June 15, committee: A.
Canteaut (reviewer).

L. Dallot Sécurité de protocoles cryptographiques fondées sur les codes correcteurs d’erreurs,
Université de Caen Basse-Normandie, July 15, 2010, committee: A.Otmani (supervisor), N. Sendrier
(reviewer).

J. Etrog, Cryptanalyse linéaire et conception de protocoles d’authentification a sécurité prouvée,
Université de Versailles-St Quentin, Sept. 29, committee: A. Canteaut (reviewer).

G. Leurent, Construction et analyse de fonctions de hachage, Université Paris 7, Sept. 30, committee:
A. Canteaut (reviewer).

B. Biswas, Aspects de mise en oeuvre de la cryptographie basée sur les codes, Oct 1, 2010,
committee: N. Sendrier (supervisor).

S. Manuel, Analyse et conception de fonctions de hachage cryptographiques, Ecole Polytechnique,
Nov. 23, 2010, committee: N. Sendrier (supervisor).

B. Pousse, Design et cryptanalyse de chiffrements a flot, Université de Limoges, Dec. 2, 2010,
committee: A. Canteaut (reviewer).
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e B. Gérard, Cryptanalyses statistiques des algorithmes de chiffrement a clef secrete, Dec. 9, 2010,
committee: A. Canteaut, J.P. Tillich (supervisor).

e  Christophe Guyeux, Les désordres des itérations chaotiques et leur utilité en sécurité informatique,
Université de Franche-Compté, 13 décembre 2010, committee: P. Charpin (reviewer).

8.3. Teaching

e A. Canteaut, Symmetric cryptography, M2, Télécom Paris, 6 h;
o A. Canteaut, Principles of programming languages, L3, Ecole Polytechnique, 40 h;

e N. Sendrier, Error-correcting codes and applications to cryptography, M2, Mastere MPRI, 32 h
ETD;

e J.-P. Tillich, Introduction to Information Theory, Ecole Polytechnique, 32 h.

o J.-P. Tillich, Programs and Algorithms : from sequential to distributed, M1, Ecole Polytechnique,
32 h.
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