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        Section: 
      Overall Objectives

        Presentation and scientific
foundations

        The research work within the project-team is mostly devoted to the
design and analysis of cryptographic algorithms, in the classical or
in the quantum setting. This work is essential since the current situation of
cryptography is rather fragile. Many of the available symmetric and
asymmetric primitives have been either threatened by recent progress
in cryptanalysis or by the possible invention of a large quantum
computer.

        In this context, our research work focuses on both families of
cryptographic primitives, symmetric and asymmetric
primitives. More precisely, our domain in cryptology includes the
analysis and the design of

        
          	
             symmetric primitives (a.k.a. secret-key
algorithms),

          

          	
             public-key primitives based on
hard problems coming from coding theory which are likely to be resistant
against a quantum computer,

          

          	
             quantum cryptographic protocols whose security does not rely on
computational assumptions but on the laws of quantum physics.
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        Section: 
      Research Program

        Scientific foundations

        Our research work is mainly devoted to the design and analysis of
cryptographic algorithms, either in the classical or in the quantum
setting. Our approach on the previous problems relies on a
competence whose impact is much wider than cryptology. Our tools
come from information theory, discrete mathematics, probabilities,
algorithmics, quantum physics... Most of our work mixes fundamental
aspects (study of mathematical objects) and practical aspects
(cryptanalysis, design of algorithms, implementations). Our
research is mainly driven by the belief that discrete mathematics
and algorithmics of finite structures form the scientific core of
(algorithmic) data protection.
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        Section: 
      Application Domains

        Domain

        Our main application domains are:

        
          	
             cryptology, including classical cryptology and quantum cryptography,

          

          	
             error-correcting codes, especially codes for quantum communications and fault-tolerant quantum computing,

          

          	
             reverse-engineering of communication systems.
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        Section: 
      New Software and Platforms

        New Software

        
        CFS Implementation

        Participants :
	Grégory Landais, Nicolas Sendrier.

        
          https://gforge.inria.fr/projects/cfs-signature/
        

        Reference implementation of parallel CFS (reinforced version of the
digital signature scheme CFS [93]  due to Matthieu Finiasz
[95] ). Two variants are proposed, one with a « bit-packing »
finite field arithmetic and an evolution with a « bit-slicing »
finite-field arithmetic (collaboration with Peter Schwabe). For 80
bits of security the running time for producing one signature with the
« bit-packing » variant is slightly above one second. This is high but
was still the fastest so far. The evolution with the « bit-slicing »
arithmetic produces the same signature in about 100 milliseconds.

        
        Collision Decoding

        Participants :
	Grégory Landais, Nicolas Sendrier.

        
          https://gforge.inria.fr/projects/collision-dec/
        

        Implementation of two variants of information set decoding,
Stern-Dumer [97] , [94]  and MMT [96] . To our knowledge
it is the best full-fledged open-source implementation of generic
decoding of binary linear codes. It is the best generic attack against
code-based cryptography. This software has the best score for breaking
existing publicly available challenges (see http://pqcrypto.org/wild-challenges.html ).
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        Section: 
      New Results

        Highlights of the Year

        
          	
             Rafael Misoczki's PhD thesis on code-based cryptography (defended in November 2013) has been awarded by the Brazilian Society of Computer Science as the best thesis in computer security.

          

          	
             Security analysis of some primitives for authentication and authenticated encryption: authentication is a major functionality in the vast majority of applications. It is usually implemented by a MAC (message authentication code). The main constructions for MAC are based on hash functions, and include the wide-spread HMAC construction. Gaëtan Leurent, together with Itai Dinur, has presented a new generic attack against HMAC when the underlying hash function follows the Haifa construction. This result points out that the hash function in HMAC has to be chosen very carefully and that some of the main families of hash functions may introduce unexpected weaknesses in the associated MAC. Also, the project-team is involved in a national cryptanalytic effort funded by the ANR which aims at evaluating the security of the recently proposed authenticated encryption schemes.

          

          	
             Parallel Repetition of Entangled Games:
In a two-player free game G, two cooperating but non communicating players receive inputs taken from two independent probability distributions. Each of them produces an output and they win the game if they satisfy some predicate on their inputs/outputs. The classical (resp. entangled) value of G is the maximum winning probability when the players are allowed to share classical random bits (resp. a quantum state) prior to receiving their inputs. The n-fold parallel repetition of G consists of n instances of G where the parties receive all the inputs at the same time, produce all the outputs at the same time and must win every instance of G.
This work by André Chailloux in collaboration with Giannicola Scarpa establishes that the entangled value of the parallel repetition of G decreases exponentially with n, thereby generalizing to the quantum setting Raz's celebrated parallel repetition theorem which is concerned with the classical value of the game. The main tool for proving this result is the introduction of a new information-theoretic quantity: the superposed information cost.

          

        

      

      
      

      
    

  
    
    
      
      
      

      
      
        
        Section: 
      New Results

        Symmetric
cryptosystems

        Participants :
	Anne Canteaut, Pascale Charpin, Virginie Lallemand, Gaëtan Leurent, María Naya Plasencia, Joëlle Roué, Valentin Suder.

        From outside, it might appear that symmetric techniques become
obsolete after the invention of public-key cryptography in the mid
1970's. However, they are still widely used because they are the only
ones that can achieve some major features like high-speed or
low-cost encryption, fast authentication, and efficient hashing.
Today, we find symmetric algorithms in GSM mobile phones, in credit
cards, in WLAN connections. Symmetric cryptology is a very active
research area which is stimulated by a pressing industrial demand for
low-cost implementations (in terms of power consumption, gate
complexity...). These extremely restricted implementation
requirements are crucial when designing secure symmetric primitives
and they might be at the origin of some weaknesses. Actually, these
constraints seem quite incompatible with the rather complex
mathematical tools needed for constructing a provably secure system.

        The specificity of our research work is that it considers all aspects
in the field, from the practical ones (new attacks, concrete
specifications of new systems) to the most theoretical ones (study of
the algebraic structure of underlying mathematical objects, definition
of optimal objects). But, our purpose is to study these aspects not
separately but as several sides of the same domain. Our approach
mainly relies on the idea that, in order to guarantee a provable
resistance to the known attacks and to achieve extremely good
performance, a symmetric cipher must use very particular building
blocks, whose algebraic structures may introduce unintended
weaknesses. Our research work captures this conflict for all families
of symmetric ciphers. It includes new attacks and the search for new
building blocks which ensure both a high resistance to the known
attacks and a low implementation cost. This work, which combines
cryptanalysis and the theoretical study of discrete mathematical
objects, is essential to progress in the formal analysis of the
security of symmetric systems.

        In this context, the very important challenges are the designs of
low-cost ciphers and of authenticated encryption schemes. Most teams in
the research community are actually working on the design and on the
analysis (cryptanalysis and optimization of the performance) of such
primitives.

        
        Block ciphers

        Even if the security of the current block cipher standard, AES, is not threatened when it is used in a classical context, there is still a need for the design of improved attacks, and for the determination of design criteria which guarantee that the existing attacks do not apply. This notably requires a deep understanding of all previously proposed attacks. Moreover, there is a high demand from the industry of lightweight block ciphers for some constrained environments. Several such algorithms have been proposed in the last few years and their security should be carefully analyzed. Most of our work in this area is related to an ANR Project named BLOC. Our recent results then mainly concern either the analysis and design of lightweight block ciphers, or the in-depth study of the security of the block cipher standard AES.

        
          Recent results:
        

        
          	
             Cryptanalysis of several recently proposed lightweight block ciphers. This includes an attack against the full cipher KLEIN-64 [60] , an attack against 8 rounds (out of 12) of PRINCE [48] , [77] , and an attack against Zorro and its variants [74] .

          

          	
             Formalization and generic improvements of impossible differential cryptanalysis: this type of attacks, even if extensively used, remains not fully understood, and it appears that there are numerous applications where mistakes have been discovered or where the attacks lack optimality. Our work then provides a general framework for impossible differential cryptanalysis including a generic complexity analysis of the optimal attack. Using these advances, we have also presented the best known impossible differential attacks against several ciphers including CLEFIA-128, Camellia, LBlock and Simon [46] , [76] , [75] .

          

          	
             Design of a new family of block ciphers achieving very good software performance, especially on 8-bit microcontrollers. A nice feature of these ciphers is that they offer an optimal resistance against side-channel attacks in the sense that the cost of Boolean masking is minimized [58] .

          

          	
             Design and study of a new construction for low-latency block ciphers, named reflection ciphers, which generalizes the so-called α-reflection property exploited in PRINCE. This construction aims at reducing the implementation overhead of decryption on top of encryption [24] 

          

          	
             Proposal of a new family of distinguishers against AES-based permutations, named limited-birthday distinguishers; these distinguishers exploit some some improved rebound techniques. They have been successfully applied to various AES-based primitives including AES, ECHO, Grøstl, LED, PHOTON and Whirlpool [18] .

          

          	
             Analysis of the differential and linear properties of the AES Superbox [65] .

          

        

        
        Authenticated encryption

        A limitation of all classical block ciphers is that they aim at protecting confidentiality only, while most applications need both encryption and authentication. These two functionalities are provided by using a block cipher like the AES together with an appropriate mode of operation. However, it appears that the most widely-used mode of operation for authenticated encryption, AES-GCM, is not very efficient for high-speed networks. Also, the security of the GCM mode completely collapses when an IV is reused. These severe drawbacks have then motivated an international competition named CAESAR, partly supported by the NIST, which has been recently launched in order to define some new authenticated encryption schemes (http://competitions.cr.yp.to/caesar.html ).
Our work related to this competition is then two-fold: G. Leurent has participated to the design of a CAESAR candidate named SCREAM. Also, the project-team is involved in a national cryptanalytic effort led by the BRUTUS project funded by the ANR which aims at evaluating the security of all CAESAR candidates.

        
          Recent results:
        

        
          	
             Submission of a proposal to the CAESAR competition [88] , [67] .

          

          	
             Cryptanalysis of three CAESAR candidates: Wheesht [64] , π-cipher [90] , LAC [69] .

          

        

        
        Hash functions and MACS

        The international research effort related to the selection of the new hash function standard SHA-3 has led to many important results and to a better understanding of the security offered by hash functions. However, hash functions are used in a huge number of applications with different security requirements, and also form the building-blocks of some other primitives, like MACs.
In this context, we have investigated the security of some of these constructions, in order to determine whether some particular constructions for hash functions may affect the security of the associated MACs.

        
          Recent results:
        

        
          	
             Improved generic attacks against hash-based MAC, including HMAC, when the hash function follows the Haifa construction [55] , [33] ;

          

          	
             Attack against Streebog, the new Russian hash function standard: we show that the specific instantiation of the Haifa construction used in Streebog makes it weak against second-preimage attacks [59] .

          

        

        
        Cryptographic properties and construction of appropriate
building blocks

        The construction of building blocks which guarantee
a high resistance against the known attacks is a major topic within
our project-team, for stream ciphers, block ciphers and hash
functions. The use of such optimal objects actually leads to some
mathematical structures which may be at the origin of new attacks. This
work involves fundamental aspects related to discrete mathematics,
cryptanalysis and implementation aspects. Actually, characterizing
the structures of the building blocks which are optimal regarding to
some attacks is very important for finding appropriate constructions
and also for determining whether the underlying structure induces some
weaknesses or not.

        For these reasons, we have investigated several families of filtering
functions and of S-boxes which are well-suited for their cryptographic
properties or for their implementation characteristics. For instance,
bent functions, which are the Boolean functions which achieve the
highest possible nonlinearity, have been extensively studied in order
to provide some elements for a classification, or to adapt these
functions to practical cryptographic
constructions. We have also
been interested in functions with a low differential uniformity (e.g., APN functions), which are the S-boxes ensuring an
(almost) optimal resistance to differential cryptanalysis.

        
          Recent results:
        

        
          	
             Study of the algebraic properties (e.g. the algebraic degree) of the inverses of APN power permutations [19] .

          

          	
             Study of the cryptographic properties, including the degree, the differential uniformity and the size of the image set of permutations of the form x↦xs+γ𝖳𝗋(xt) over a finite field of characteristic two [15] . Since these functions are obtained by slightly modifying a power function, they share similar interesting implementation properties but do not present the weaknesses coming from their structure. In particular, an infinite family of permutations of this form with differential uniformity 4 has been exhibited.

          

          	
             Definition of an extended criterion for estimating the resistance of a block cipher to differential attacks. Most notably, this new criterion points out the fact that affinely equivalent Sboxes may not provide the same security level regarding differential and linear cryptanalysis. This work emphasizes the role played by the affine permutation of the set of 8-bit words which follows the inverse function in the AES [65] .

          

        

        
        Symmetric primitives based on lattices

        Lattice-based cryptography is an alternative to number-theoretic
constructions for public-key cryptography. Lattice-based constructions
enjoy a worst-case security reduction to hard lattice problems, and the
area is very active, with many new designs offering attractive features.

        Recently, this approach has also been used to build symmetric
cryptosystems based on lattice problems. While those systems are less
efficient than traditional symmetric systems, they are still
reasonably efficient, and their security can be related to hard
computational problems rather than being only heuristic. In addition,
the underlying mathematical structure can offer extra properties such as
parallelizability or easy protection against side-channel attacks.

        
          Recent results:
        

        
          	
             Design of a family of pseudo-random functions named SPRING which
aims to combine the guarantees of security reductions with good
performance [44] ; implementation of SPRING on
FPGA and protection of this hardware implementation against side-channel
attacks [47] .

          

          	
             Implementation and side-channel evaluation of the Lapin
authentication protocol, based on the LPN
problem [57] .

          

        

      

      
      

      
    

  
    
    
      
      
      

      
      
        
        Section: 
      New Results

        Code-based cryptography

        Participants :
	Julia Chaulet, Adrien Hauteville, Grégory Landais, Nicolas Sendrier, Jean-Pierre Tillich.

        Most popular public-key cryptographic schemes rely either on the
factorization problem (RSA, Rabin), or on the discrete logarithm
problem (Diffie-Hellman, El Gamal, DSA). These systems have evolved
and today instead of the classical groups (𝐙/n𝐙) we may
use groups on elliptic curves. They allow a shorter block and key size
for the same level of security. An intensive effort of the research
community has been and is still being conducted to investigate the
main aspects of these systems: implementation, theoretical and
practical security.
It must be noted that these systems all rely on algorithmic number
theory. As they are used in most, if not all, applications of public-key cryptography today (and it will probably remain so in the near
future), cryptographic applications are thus vulnerable to a single
breakthrough in algorithmics or in hardware (a quantum computer can
break all those schemes).

        Diversity is a way to dilute that risk, and it is the duty of the
cryptographic research community to prepare and propose alternatives
to the number-theoretic-based systems. The most serious tracks today
are lattice-based cryptography (NTRU,...), multivariate cryptography (HFE,...)
and code-based cryptography (McEliece encryption scheme,...). All
these alternatives are referred to as post-quantum
cryptosystems, since they rely on difficult algorithmic problems
which would not be solved by the coming-up of the quantum computer.

        The code-based primitives have been investigated in details within the
project-team. The first cryptosystem based on error-correcting codes
was a public-key encryption scheme proposed by McEliece in 1978; a
dual variant was proposed in 1986 by Niederreiter. We proposed
the first (and only) digital signature scheme in 2001. Those systems
enjoy very interesting features (fast encryption/decryption, short
signature, good security reduction) but also have their drawbacks
(large public key, encryption overhead, expensive signature
generation). Some of the main issues in this field are

        
          	
             security analysis, implementation and practicality of existing solutions,

          

          	
             reducing the key size, e.g., by using rank metric instead of Hamming metric, or by using particular families of codes,

          

          	
             addressing new functionalities, like hashing or symmetric encryption.

          

        

        
          Recent results:
        

        
          	
             Cryptanalysis of McEliece system based on Wild Goppa codes from
a quadratic finite field extension. This polynomial-time structural
attack relies on some filtration of nested subcodes which will
reveal the secret algebraic description of the underlying secret
code [16] , [17] .

          

          	
             Structural cryptanalysis of some variants of McEliece scheme based on alternant codes which have a quasi-cyclic or quasi-dyadic generator matrix [86] .

          

          	
             Cryptanalysis of a variant of the McEliece cryptosystem based on Reed-Solomon codes [16] .

          

          	
             Design of a new variant of McEliece using quasi-cyclic Moderate Density Parity Check
(MDPC) codes [39] .

          

        

      

      
      

      
    

  
    
    
      
      
      

      
      
        
        Section: 
      New Results

        Reverse-engineering of communication systems

        Participants :
	Marion Bellard, Nicolas Sendrier, Jean-Pierre Tillich, Audrey Tixier.

        To assess the quality of a cryptographic algorithm, it is usually
assumed that its specifications are public, as, in accordance with
Kerckhoffs principle (Kerckhoffs stated that principle in a
paper entitled La Cryptographie militaire, published in
1883.), it would be dangerous to rely, even partially, on the fact
that the adversary does not know those specifications. However, this
fundamental rule does not mean that the specifications are known to
the attacker. In practice, before mounting a cryptanalysis, it is
necessary to strip off the data. This reverse-engineering process is
often subtle, even when the data formatting is not concealed on
purpose. A typical case is interception; some raw data, not
necessarily encrypted, are observed out of a noisy channel. To access
the information, the whole communication system has first to be
disassembled and every constituent reconstructed. Our activity within
this domain, whose first aim is to establish the scientific and
technical foundations of a discipline which does not exist yet at an
academic level, has been supported by some industrial contracts driven
by the Ministry of Defense.

        
          Recent results:
        

        
          	
             Reconstruction of the constellation labelling (i.e. used in the
modulator of a communication system) in the presence of errors and when
the underlying code is convolutional [10] .

          

          	
             Reconstruction of a convolutional code. This reconstruction technique is based on a new method for detecting
whether a given binary sequence is a noisy convolutional codeword
obtained from an unknown convolutional code [45] .

          

          	
             Reconstruction of the interleaver of a turbo-code from the knowledge of several noisy codewords [63] .

          

        

      

      
      

      
    

  
    
    
      
      
      

      
      
        
        Section: 
      New Results

        Quantum information theory

        Participants :
	André Chailloux, Anthony Leverrier, Denise Maurice, Jean-Pierre Tillich.

        The field of Quantum Information and Computation aims at exploiting the laws of quantum physics to manipulate information in radically novel ways. Two main applications come to mind: quantum computers, that offer the promise of solving some problems intractable with classical computers (for instance, factorization); and quantum cryptography, which provides new ways to exchange data in a provably secure fashion.

        The main obstacle towards the development of quantum computing is decoherence, a consequence of the interaction of the computer with a noisy environment. We investigate approaches to quantum error-correction as a way to fight against this effect, and we study more particularly some families of quantum error-correcting codes which generalize the best classical codes available today.

        Our research also covers quantum cryptography where we study the security of efficient protocols for key distribution or coin flipping, in collaboration with experimental groups. More generally, we investigate how quantum theory severely constrains the action of honest and malicious parties in cryptographic scenarios.

        Finally, a promising approach to better understand the possibilities of quantum information consists in studying quantum correlations via the notion of nonlocal games, where different parties need to coordinate to answer some questions, but without communicating. The goal here is to analyze the optimal strategies and to quantify the quantum advantage, i.e. how much sharing an entangled quantum state helps compared to sharing classical randomness.

        
        Quantum codes

        Protecting
quantum information from external noise is an issue of paramount
importance for building a quantum computer. It also worthwhile to
notice that all quantum error-correcting code schemes proposed up to
now suffer from the very same problem that the first (classical)
error-correcting codes had: there are constructions of good quantum
codes, but for the best of them it is not known how to decode them in
polynomial time. Our approach for overcoming this problem has been to
study whether or not the family of turbo-codes and LDPC codes (and the
associated iterative decoding algorithms) have a quantum counterpart.

        
          Recent results:
        

        
          	
             Construction of quantum LDPC codes with fixed non-zero rate and a minimum distance which grows proportionally to the square root of the block-length. This greatly improves the previously best known construction whose minimum distance was logarithmic in the block-length [23] .

          

          	
             Design of a decoding algorithm for the family of quantum codes due to Calderbank, Shor and Steane [84] .

          

          	
             Study of quantum error correcting codes with an iterative decoding algorithm [12] .

          

          	
             Error analysis for Boson Sampling, a simplified model for quantum computation [91] .

          

        

        
        Quantum cryptography

        A recent approach to cryptography takes into
account that all interactions occur in a physical world described by the
laws of quantum physics. These laws put severe constraints on what an
adversary can achieve, and allow for instance to design provably secure key
distribution protocols. We study such protocols as well as more general
cryptographic primitives such as coin flipping with security properties based on quantum theory.

        
          Recent results:
        

        
          	
             Composable security proof for a continuous-variable quantum key distribution protocol with coherent states [92] , [71] , [70] .

          

          	
             Proof of existence of quantum weak coin flipping with arbitrarily small bias [80] .

          

          	
             Experimental implementation of quantum coin flipping [20] .

          

          	
             Study of connections between quantum encodings, non-locality and quantum cryptography [22] .

          

        

        
        Quantum correlations and nonlocality

        Since the seminal work from Bell in the 60's, it has been known that classical correlations obtained via shared randomness cannot reproduce all the correlations obtained by measuring entangled quantum systems. This impossibility is for instance witnessed by the violation of a Bell inequality and is known under the name of “Quantum Nonlocality”.
In addition to its numerous applications for quantum cryptography, the study of quantum nonlocality and quantum games has become a central topic in quantum information theory, with the hope of bringing new insights to our understanding of quantum theory.

        
          Recent results:
        

        
          	
             Proof of parallel repetition of entangled games with exponential decay [52] ,[82] ,[32] .

          

          	
             Development of a general framework for the study of quantum correlations with combinatorial tools [35] .

          

          	
             New bounds on the quantum value of nonlocal games with graph-theoretical arguments [51] .

          

          	
             Optimal bounds for parity-oblivious random access codes [50] .

          

          	
             Study of Local Orthogonality, a physical principle upper bounding quantum correlations [21] .

          

          	
             Considerations on the notion of dimension of physical systems and its implications for information processing [14] .
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        Bilateral Contracts with Industry

        
          	
            
               
              High Tech Communications Services (09/13→09/14)
            

            
               
              Recovering a convolutional encoder followed by a block interleaver
            

             19 kEuros.

          

        

      

      
      

      
    

  
    
    
      
      
      

      
      
        
        Section: 
      Bilateral Contracts and Grants with Industry

        Bilateral Grants with Industry

        
          	
            
               
              Thales (02/14→01/17)
            

            
               
              Funding for the supervision of Julia Chaulet's PhD.
            

             30 kEuros.
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        Promoting Scientific Activities

        
        Scientific events organisation

        
        general chair, scientific chair

        
          	
             A. Canteaut serves as a chair of the steering committee of Fast Software Encryption (FSE);

          

          	
             N. Sendrier serves on the steering committee of Post-quantum cryptography (PQCrypto);

          

          	
             M. Naya Plasencia serves on the steering committee of the Coding and Cryptography group of GDR-IM https://crypto.di.ens.fr/c2:main ;

          

          	
             J.-P. Tillich served as a scientific organizer of the International workshop on quantum LDPC codes, July 14-16, Waterloo (Canada).

          

          	
             WCC 2015 to be held in Paris, April 13-17, 2015, is organized by the project-team. The organizing committee is composed of A. Canteaut, G. Leurent, M. Naya Plasencia.

          

        

        
        member of the organizing committee

        
          	
             QCrypt 2014: September 1-5, Paris (France): A. Leverrier.

          

          	
             Advances in Quantum Cryptography Workshop, AQC 2015: March 23-24, 2015, Paris (France): A. Chailloux and A. Leverrier.

          

        

        
        Scientific events selection

        
        chair of the conference program committee

        
          	
             WCC 2015: April 13-17, 2015, Paris (France): P. Charpin, N. Sendrier and J.P. Tillich (co-chairs).

          

        

        
        member of the conference program committee

        
          	
             FSE 2014: March 2-5, 2014, London, UK (A. Canteaut);

          

          	
             Africacrypt 2014: May, 28-30, 2014, Marrakech, Morocco (M. Naya-Plasencia);

          

          	
             Eurocrypt 2014: May, 11-15, 2014, Copenhagen, Denmark (M. Naya-Plasencia);

          

          	
             YACC 2014: June, 9-14, 2014, Porquerolles, France (N. Sendrier, J.-P. Tillich);

          

          	
             ACNS 2014: June 10-13, 2014, Lausanne, Switzerland (A. Canteaut);

          

          	
             SAC 2014: August 14-15, 2014, Montréal, Canada (A. Canteaut, M. Naya-Plasencia);

          

          	
             Crypto 2014: August 17-21, 2014, Santa Barbara, USA (M. Naya-Plasencia);

          

          	
             SCN 2014: September 3-5, 2014, Amalfi, Italy (G. Leurent);

          

          	
             WAIFI 2014: September 26-28, 2014 (J.-P. Tillich);

          

          	
             PQCrypto 2014: October 1-3 2014, Waterloo, Canada (N. Sendrier, J.-P. Tillich);

          

          	
             Latincrypt 2014: September, 17-19, 2014, Florianópolis, Brazil (N. Sendrier);

          

          	
             SETA 2014: November 24-28, 2014, Melbourne, Australia (P. Charpin);

          

          	
             Asiacrypt 2014: December 7-11, 2014, China (M. Naya-Plasencia);

          

          	
             Indocrypt 2014: December 14-17, 2014, New Delhi, India (A. Canteaut).

          

          	
             FSE 2015: March 8-11, 2015, Istanbul, Turkey (A. Canteaut, G. Leurent, M. Naya-Plasencia);

          

          	
             CT-RSA 2015: April 20-24, 2015, San Francisco, USA (M. Naya-Plasencia);

          

          	
             Eurocrypt 2015: April 26-30, 2015, Sofia, Bulgaria (A. Canteaut);

          

          	
             Finite Fields and their applications Fq12, Saratoga, USA, July 13-17, 2015 (A. Canteaut);

          

          	
             SAC 2015: August 12-14, 2015, Sackville, Canada (M. Naya-Plasencia);

          

          	
             Crypto 2015: August 16-20, 2015, Santa Barbara, USA (A. Canteaut);

          

          	
             National workshop on Coding and Cryptography (Journées C2), March 24-28, 2014, Les Sept Laux, France, (M. Naya-Plasencia, J.-P. Tillich).

          

        

        
        Journal

        
        member of the editorial board

        
          	
             Designs, Codes and Cryptography, associate editor: P. Charpin.

          

          	
             Finite Fields and Their Applications associate editors: A. Canteaut,
P. Charpin.

          

          	
             Annals of telecommunications, associate editor : J.-P. Tillich.

          

        

        
        Other responsibilities in the national community

        
          	
             N. Sendrier is a vice-chair of the “Commission d'Evaluation” at Inria;

          

          	
             A. Canteaut is a member of the “Comité de pilotage” of the Fondation Sciences Mathématiques de Paris;

          

          	
             N. Sendrier served on the selection committee for “Directeurs de recherche (DR2)” at Inria;

          

          	
             A. Canteaut served on the selection committee for “chargés de recherche” at the Paris-Rocquencourt Inria research center;

          

          	
             N. Sendrier served on the selection committee for “chargés de recherche” at the Sophia Antipolis - Méditerranée Inria research center;

          

          	
             A. Canteaut served on the selection committee for promotion to the position of associate professor at DTU (Denmark);

          

          	
             A. Canteaut served on the selection committee for promotion to the position of associate professor at ISI Kolkata (India);

          

          	
             J.-P. Tillich is in charge of “Formation par la recherche” for the Paris-Rocquencourt Inria center.

          

          	
             A. Chailloux served on the jury for the 2014 Gilles Kahn thesis prize, November 2014, Paris.

          

        

        
        Invited talks

        
          	
             A. Canteaut, Chiffrements à bas coût : comment chiffrer et déchiffrer avec des opérations similaires, Journées Nationales du GDR Informatique Mathématique, Paris, France, January 2014.

          

          	
             A. Chailloux, Parallel repetition of entangled games via the superposed information cost, Quantum Information Processing - QIP 2014, Barcelona, Spain, February 2014.

          

          	
             A. Chailloux, Parallel repetition of entangled games via the superposed information cost, Asian Quantum Information Science Conference - AQIS 2014, Tokyo, Japan, August 2014.

          

          	
             M. Naya Plasencia, On Lightweight Block Ciphers and Their Security, Indocrypt 2014, New Delhi, India, December 2014.

          

          	
             N. Sendrier, QC-MDPC-McEliece: A public-key code-based encryption scheme based on quasi-cyclic moderate density parity check codes, Workshop “Post-Quantum Cryptography: Recent Results and Trends”, Fukuoka, Japan, November 3-4, 2014.

          

          	
             N. Sendrier, Best known attacks on code-based cryptosystems: state of the art and perspectives, DIMACS Workshop on The Mathematics of Post-Quantum Cryptography, Piscataway, NJ, USA, January 12-16, 2015.

          

          	
             J.P. Tillich, Recent attacks on McEliece schemes based on Goppa codes,
Yet Another Conference on Cryptography - YACC 2014, Porquerolles Island, France, June 2014;

          

          	
             J.P. Tillich, Turning error-reducing quantum turbo codes into error-correcting codes, Third International Conference on Quantum Error Correction - QEC 14, Zurich, Switzerland, December 2014.

          

        

        The members of the project-team have also been invited to give talks to some workshops or international seminars, including:

        
          	
             G. Leurent, New Generic Attacks on Hash-based MACs, Dagstuhl Seminar 14021 - Symmetric Cryptography, Dagstuhl, Germany, January 2014.

          

          	
             A. Leverrier, A combinatorial approach to contextuality, Meeting on Reliability, Security and Quality Assurance, Bordeaux, France, September 2014.

          

          	
             A. Chailloux, Strong connections between quantum encodings, non-locality and quantum cryptography, Dimension Witness workshop - DIMWIT 2014, Sopot, Poland, June 2014.

          

          	
             A. Chailloux, Parallel repetition of entangled games via the superposed information cost, Workshop on quantum games, Berkeley, U.S.A., February 2014.

          

          	
             A. Chailloux, Parallel Repetition of Free Entangled Games: Simplification and Improvements, PCQC inaugural meeting, Paris, France, August 2014.

          

          	
             A. Chailloux, Parallel Repetition of Free Entangled Games: Simplification and Improvements, Theory Seminar of UAB, Barcelona, Spain, November 2014.
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        Teaching

        
          	
             Master: A. Canteaut, Stream ciphers, 6 hours, M1, Telecom ParisTech, France;

          

          	
             Master: A. Canteaut, Introduction to symmetric cryptography, 7 hours, M1, Telecom ParisTech, France;

          

          	
             Master: A. Canteaut, Error-correcting codes and applications to cryptology, 11 hours, M2, University Paris-Diderot (MPRI), France;

          

          	
             Master: N. Sendrier, Code-based cryptography, 4.5 hours, M2, University Paris-Diderot (MPRI), France;

          

          	
             Master: J.-P. Tillich, Introduction to Information Theory, 32 hours, M2, Ecole
Polytechnique, France;

          

        

        The members of the project-team also gave advanced lectures to several summer schools for PhD students:

        
          	
             Design and security of cryptographic algorithms and devices for real-world applications, Sibenik, Croatia, June 1-6, 2014: A. Canteaut and M. Naya-Plasencia.

          

          	
             Post-Quantum Cryptography Summer School, Waterloo, Ontario, Canada, September 29-30, 2014: N. Sendrier.

          

        

        
        Supervision

        
          	
             PhD: Marion Bellard, Influence of the mapping in the reverse-engineering of a communication systems, University Pierre-et-Marie Curie, January 30, 2014, supervisor: N. Sendrier

          

          	
             PhD: Grégory Landais, Implementations of code-based cryptosystems and of their cryptanalyses, University Pierre-et-Marie Curie, September 18, 2014, supervisor: N. Sendrier

          

          	
             PhD: Denise Maurice, Quantum error-correcting codes with an efficient decoding algorithm, University Pierre-et-Marie Curie, June 26, 2014, supervisor: J.-P. Tillich

          

          	
             PhD: Valentin Suder, Differential properties of permutations and applications in symmetric cryptography, University Pierre-et-Marie Curie, November 5, 2014, supervisor: P. Charpin

          

          	
             PhD in progress: Virginie Lallemand, Cryptanalysis for symmetric cryptography,
since October 2013, supervisors: M. Naya-Plasencia and A. Canteaut

          

          	
             PhD in progress: Joëlle Roué, Security analysis of block ciphers, since September 2012, supervisor: A. Canteaut

          

          	
             PhD in progress: Audrey Tixier, Recovering turbo-codes and LDPC codes, since October 2013, supervisor: J.P. Tillich

          

          	
             PhD in progress: Julia Chaulet, Study of public-key cryptosystems based on MDPC quasi-cyclic codes, since February 2014, CIFRE convention with Thales, supervisor: N. Sendrier

          

          	
             PhD in progress: Kaushik Chakraborty, Position-based Quantum Cryptography, since October 2014, supervisors: A. Leverrier, J.P. Tillich

          

          	
             PhD in progress: Adrien Hauteville, Rank-metric-based Cryptosystems, since October 2014, supervisors: P. Gaborit (Univ. Limoges) and J.-P. Tillich
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             Marion Bellard, Influence of the mapping in the reverse-engineering of a communication system, University Pierre-et-Marie Curie, January 30, 2014, committee: N. Sendrier (supervisor) and J.-P. Tillich;

          

          	
             Nathan Walk, Continuous Variable Quantum Communication, The University of Queensland, Australia, March 2014, A. Leverrier (reviewer).

          

          	
             Florian Caullery, Polynomials over finite fields for cryptography, Université Aix-Marseille, May 28, 2014, A. Canteaut (chair);

          

          	
             Denise Maurice, Quantum error-correcting codes with an efficient decoding algorithm, University Pierre-et-Marie Curie, June 26, 2014, committee: J.-P. Tillich (supervisor);

          

          	
             Deng Tang, Boolean functions for stream and block-ciphers, Université Paris 8, July 1, 2014, A. Canteaut (chair);

          

          	
             Anna Pappa, Quantum cryptographic primitives
in realistic scenarios, Télécom ParisTech, July 10, committee: J.-P. Tillich;

          

          	
             Gregory Landais, Implementations of code-based cryptosystems and of their cryptanalyses, University Pierre-et-Marie Curie, September 18, 2014, committee: N. Sendrier (supervisor) and J.-P. Tillich;

          

          	
             Valentin Suder, Differential properties of permutations and applications in symmetric cryptography, Université Pierre et Marie Curie, November 5, 2014, P. Charpin (supervisor), A. Canteaut;

          

          	
             François Arnault, Contributions in discrete mathematics and cryptographic applications (Habilitation), University of Limoges, November 12, 2014, committee: J.-P. Tillich (reviewer);

          

          	
             Marion Candau, Non Abelian convolutional codes, University de Bretagne Occidentale, December 9, 2014, committee: J.-P. Tillich (reviewer);

          

          	
             Gaétan Murat, Weakly structured error correcting codes for the rank metric with applications to
cryptography, University of Limoges, December 9, 2014, committee: J.P. Tillich (reviewer).

          

          	
             S. Raizada, Some Results On Analysis And Implementation Of HC-128 Stream Cipher, ISI Kolkata (India), January 2015, A. Canteaut (reviewer).
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             Anne Canteaut has been invited to give the annual Computer Science Talk for the new students at Ecole Polytechnique, Palaiseau, June 2014 [79] .
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