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      DATASPHERE

      Economie des données et des plateformesInria teams are typically groups of researchers working on the definition of a common project, and objectives, with the goal to arrive at the creation of a project-team. Such project-teams may include other partners (universities or research institutions).
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      Creation of the Team: 2017 January 01
Section: Personnel
Research Scientist
Stephane Grumbach [Team leader, Inria, Senior Researcher, HDR] 
PhD Students
Robert Riemann [Inria, until Sep 2017] 
Jingxiu Su [Inria, from Apr 2017 until Sep 2017] 
Administrative Assistant
Sylvie Boyer [Inria] 
External Collaborators
Jean Pascal Bassino [Ecole Normale Supérieure Lyon, HDR] 
Jean Sylvestre Berge [Univ de Lyon, HDR] 
Frederick Douzet [Université Paris 8 et Chaire Castex, HDR] 
Olivier Hamant [INRA, HDR] 
Mohammad Reza Salamatian [Université Savoie Mont-Blanc, HDR] 
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      Overall Objectives

        Overall Objectives

        The past decade have witnessed an explosion of the amount of data produced by people and harvested through digital systems. These data are collected, analyzed, correlated and transformed to enable innovative services, which have strong, often disruptive, impact on society. The datasphere is the new space resulting from these data, considered as a whole, independently of their control. It constitutes a dynamic complex system, much like the hydrosphere, where the basic constituents are bits of data in place of water molecules. Although the date of the inception of the datasphere can be debated, it is really at the turn of the century that its role became dominant and challenged the legacy organisation of societies.

        The objective of the Datasphere team is to study the transformation of socio-economic systems triggered by the diffusion of digital services. We propose a holistic view of the datasphere to apprehend global changes at a planetary scale, with a long term perspective, sometimes with a teleologic vision to understand the phenomena at play and model the interactions of the future.
We also consider the digital transformation of socio-economic systems in relation with the challenges that the threats on the natural ecosystem of our planet impose on human societies. Both transformations happen contemporarily, and share parallel impact on the tension between local and global, vertical and horizontal.

        From a methodological point of view, we aim (i) at interdisciplinary research with all relevant disciplines, and in particular social sciences, and (ii) when possible, analysis of large datasets, such as those from network activities, to investigate quantitatively global phenomena. The first aim raises classical difficulties of interdisciplinary research, but is carried on in a very favorable environment, namely the complex system institute, IXXI. For the second aim, we need to develop original data analysis techniques, new metrics on data flows related to social activities, as well as new visualisation methods to show the interdependencies between entities, from States to people and devices.
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        Transformations

        The research program of the Datasphere team aims at understanding the transformations induced by digital systems on socio-economic organization. It includes the following directions:

        
          	
             The economy of intermediation and the progressive control of two-sided markets by digital platforms.

          

          	
             The legal implication of the developments of networks, the growing global interdependencies, the collapse of territories, and the increase of digital flows beyond control.

          

          	
             The geopolitics of digital systems, data flows and cyber control, the raise of new imbalances, and digital powers (US, China, Russia, etc.)

          

          	
             The structural consequences of the translation of governance to digital actors, and the weakening of sovereignty over territories.

          

          	
             The interdependencies of natural ecosystems and socio-economic systems, and the role of digital systems on measuring and controlling the global natural/social system.

          

          	
             Developing methodologies for assessing the strategic value of data and evaluating its leverage for digital economy.
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        Section: 
      Application Domains

        Governance

        Application domains include:

        
          	
             City governance, data and interaction with citizens.

          

          	
             New voting mechanisms.

          

          	
             Local governance vs global norms and control.

          

          	
             Security in an unstable world.

          

          	
             Adaptation to the conditions of the anthropocene, resources and homeostasis.

          

          	
             Data strategy for digital economy
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        Highlights of the Year

        
        Awards

        Kavé Salamatian has been awarded in 2018 a President's International Fellowship of the Chinese Academy of Sciences.
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        Section: 
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        Platforms

        The team participated to the development of the following software platforms.

        
        DNS data analysis

        Data analytics tools for DNS data analysis were developed in a cooperation with ICT, Chinese Academy of Sciences in the frame of the thesis of Jingxiu SU [9].

        
        Advokat

        Distributed aggregation mechanisms preserving confidentiality for application such as online voting were developed in the frame of the thesis of Robert Riemann [11].

        
        BGP Geopolitics

        An observatory of global BGP connectivity has been developed that is used to monitor in real time BGP level attacks. In addition, a set of tools were developed to analyse the structure of information propagation over social networks.
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        Political economy

        We pursued our work on digital platforms and their impact on the structure of socio-economic systems, which results from the capacity to separate data or information from the actors of the physical world. In [14], we showed how the movement above ground of the intermediation activity transforms territories. We developed further this idea in [5] to suggest that a new political grammar is necessary to understand the relationships between the actors.
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        Anthropocene

        In [6], we investigated the possible similarities between biological systems and social systems facing shortage of resources, suggesting that the digital revolution might have something to do with the Anthropocene. The timing of the digital revolution was further investigated in [7], to further analyse the relationships between the two transformation affecting the contemporary period. An investigation of the world of images and photography in the time of algorithms was conducted in [4].
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        Laws and digital

        The emergence of digital services affects the legal system. The law is always associated to a territory, while digital systems act remotely over large regions crossing borders to reach the population, imposing new norms. In [3], [2], we suggest that a new framework is necessary to apprehend new phenomena, such as the those resulting from the conflicts between global search engines and local rules with respect to the Right to be forgotten for instance.
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        Network data analytics

        In collaboration with the Chinese Academy of Sciences, we worked on packet processing algorithmic for high speed network measurements. In [9] a packet capture archive system is developed and described. In [8] a theoretical analysis of the TCAM updates delay that is the main shortcoming of TCAM usage in high speed packet processors is presented. Quality of service for network functions were considered in [13].

      

      
      

      
    

  
    
    
      
      
      

      
      
        
        Section: 
      New Results

        Data protection

        We developed new mechanisms to process aggregation while preserving the confidentiality of the initial data in the framework of Robert Riemann's thesis [1]. The benefits of distributed protocols for online voting was considered [12]. A distributed aggregation mechanisms preserving confidentiality of data based on Kademlia was proposed in [11].
Applications of the previous algorithms to lotteries was considered in [10].
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      Dissemination

        Promoting Scientific Activities

        Stéphane Grumbach has been co-director of IXXI since 2014. He is also involved in the Anthropocene Group at ENS Lyon, which promoted interdisciplinary research and teaching activities on issues related to the adaptation to the changes of the natural ecosystem. He is involved in various initiatives to promote scientific knowledge to a wider audience, as well as in cooperation with public administrations (local and national) to face the challenges of the digital revolution.
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        Teaching

        Stéphane Grumbach teaches a new Master course on the Economy of Data at SciPo Paris.
He also teaches in several universities including, ENS Lyon, Insa Lyon, etc.

        
        Supervision

        
          	
             PhD : Robert Riemann, Towards​ ​ Trustworthy​ ​ Online​ ​ Voting: Distributed​ ​ Aggregation​ ​ of​ ​ Confidential​ ​ Data​, Université de Lyon, 18 décembre 2017, directeur de thèse Stéphane Grumbach

          

          	
             PhD in progress : Jingxiu Su, DNS data analysis, 2016, directeur de thèse Kave Salamatian
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        National Initiatives


        
          		
             Chaire Castex, Ecole Militaire, Paris


          


          		
             AMNECYS (Alpine Multidisciplinary NEtwork on CYber-security Studies), University of Grenoble-Alpes
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      Partnerships and Cooperations


        Regional Initiatives


        L'équipe est hébergée dans l'IXXI, l'Institut Rhônalpin des Systèmes Complexes au sein de l'ENS de Lyon, et très impliquée dans les partenariats interdisciplinaires.
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        Informal International Partners


        
          		
             RIHN, Research Institute on Humanity and Nature, Kyoto


          


          		
             Information School, UC Berkeley


          


          		
             ICT, Institute of Computing Technologies, Chinese Academy of Sciences, Beijing


          


          		
             CSIRO, Sydney


          


          		
             Center for CyberSecurity, University Macquarie, Sydney


          


          		
             Center for Internet Human Rights (CIHR), Berlin
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